
Written by @flaberpengu . Challenge available on Github.

This is an easy cryptography challenge focused on RSA. The first thing to note is that we are given
n1, n2, d1, d2, e  but no designated ciphertext, which is unusual.

The first thing I tried was calculating gcd(n1, n2)  using SageMath which we'd expect to be 1  if the
provided cryptosystem was secure. However, it's not:

If we suppose that this is a standard RSA implementation with n1 = p1 * q1  and n2 = p2 * q2 ,
then we have found p1 = p2 = gcd(n1,n2) . Thus, this allows us to calculate q1, q2 :

Now, if we go to dcode.fr and input our n1, p1, q1, e  values, we find that the d1  calculated by the
tool (let's call this d1_1 ) differs from the provided d1  value - this is very interesting, as checking
p1 * q1  does indeed give us n1  as expected.

Obligatory RSA

gcd(n1, n2) = 

9925116240800973850976595132262541359576508947713626861810366840898037176246956650733841956083

715917138800916619654906904656983178635430247237882300194413

q1 = n1 // p1 = 

1300665137025800167292818837239186742274697860743918334884746468017851049240497302996261537873

4440525453215135688732213505850572589678909644213600949540921

q2 = n2 // p2 = 

1091726392335855924478045243710499445239074732009021010168207888600063746430429406492055318644

9970174360769396946273160561865226393135471579417553316399283

d1 = 

8884349598986987100155975488291807677985840444078039181856763960207317362328782175131534965057

7023725245222074965050035045516207303078461168168819365025746973589245131570143944718203046457

3912704184590877642666308905660790398217351688058058660193151420704382250921713043433524690294

80503113942986147848666077

d1_1 = 

8612603017783784866282597036904709734603734497992034423138970334479963771999708516542093046940

3398111424234266812997542034004331808746592776035083372934490022412928779760979499411408551665

4949711317616085940132262969057093072417532953977486609792384818788664006134470699571730876814

82179468008629542084039553`

https://github.com/osirislab/CSAW-CTF-2025-Quals-Public/tree/main/crypto/obligatory-rsa
https://www.dcode.fr/rsa-cipher


After some playing about, I tried decrypting d1  using n1, d1_1, e  on dcode. If we do this using the
"plaintext as string" option, we find the flag: csawctf{wH04m1_70d3Ny_7r4D1710n_4820391578649021735} .
(The flag is presumably a callback to the title, referencing that nearly every CTF ever has some
form of easy RSA attack).
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